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International Compliance ??

Make your life easy and start today!

e Secure

e Simple

e Legal

e Reduce costs

e Optimize processes

Europe at work

supplier satisfaction by mi-
grating your invoices into the digital
world. European bureaucracy is com-

plex — but this time 27 countries

made it happen and there is a com-

mon goal of digitizing the old paper

Legal

invoices.
ﬁ
§ To comply with legal regula-
tions globally is often a big
effort and takes time. The
White Paper will provide a detailed list
per country showing elnvoicing & ar-
chiving requirements for each country.

Increase your customer &

/’?y Going Global?

EE ;)j Global compliance gets

easy with unified, simple
and compliant international pro-
cessing. Just connect to the unified
SIGNAMUS Cloudservice interface
and you are ready to reach out to
the world!

Simple

.?“ Make your life simple and

migrate your elnvoicing
compliance tasks to the global &
proven SIGNAMUS Cloudservice. Just
with a click of a button your invoices
will be “upgraded” to international
compliance.

Reduce
Costs Now!

Go one step further and reduce your
costs now. You don't need any expen-
sive hardware or software. We pro-
vide everything you need through our
data center.

) Order Now!
and get your full & de-
tailed White Paper today!

The SIGNAMUS Team will be glad to
assist you.

ORDER FULL VERSION BY:
Fax ORDERFORM (next Page)

FAX +49 211—43 69 89 19
or
Email info@signamus.de
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Fax Order Form (you may scan & email it too!)

Get your detailed 103 Page White Paper now

If you want to order the comprehensive, complete version of the white paper
with detailed information on all EU-Countries, please fill & sign this order form:

Fax: +49 211 — 436989 19

Email: info@sighamus.de

Herewith I order one copy of the full version of the white paper
“Legal requirements elInvoicing in the European Union & selected countries worldwide”
at a price of 795,- € (plus VAT, if apply).

I agree receiving an electronic invoice, fully compliant with qualified signature by email.
Shipment in PDF format by Email only. Payment due 10 days after receipt of invoice.

last name * first name * titel & function*

company * VAT-Number*

street / zip code / city / state *

phone please send the PDF document to this email address *

date company stamp & signature *

(*) mandatory information. Please note: If outside of Germany and no VAT No specified 19% VAT shall apply.
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© 2012 AuthentiDate International AG. All rights reserved.
Duplication allowed only with the prior written approval of AuthentiDate International AG. This
document and the information contained in this document is intended only for its addressee.

All trade-marks are trademarks of their respective owners. All rights reserved regarding errors,
changes and availability of products, services, features and usage. Products and services are provided
by AuthentiDate Deutschland GmbH.

The present document contains exclusively non-binding technical and legal information. Errors
excepted. AuthentiDate is not liable for the up-to-dateness, correctness, completeness or quality of
the information contained in this document. Liability claims based on damages of a material or
immaterial nature caused by use or disuse of the information presented here or through the use of
erroneous and incomplete information are fundamentally excluded.

No statement or wording is intended to represent, or may be construed as legal advice. Legal
statements are on no account binding. In case of deviations to contractual documents relating to this
document or AuthentiDate’s general terms and conditions, the contractual documents or
AuthentiDate’s general terms and conditions always have priority over this document.
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2. Legal requirements elInvoicing and archiving in the
European Union

Today 27 countries are members of the European Union (EU). Iceland (IS), Croatia (HR),
Macedonia (MK), Montenegro (ME) and Turkey (TR) have already applied for a
membership in the European Union, but it is not foreseeable if and when these
candidates will be members of the European Union.

The European Union has set up different directives to harmonize the daily business processes in the
European Union. The European directives build the legal framework for the legal regulations and
laws in the European countries. The European countries must implement the European directives
into their national laws. Based on these European directives and national laws, companies have the
chance to put in place legally compliant, cross-national business processes.

One of the most
important business
processes, which has
been regulated by the
European Union, is the
“electronic invoicing”. In
December 2001 the

European Parliament
had put in place the first
“Invoicing Directive”
(Council Directive

2001/115/EC) to achieve
a legally binding
elnvoicing framework for
all  European  Union
Countries. The directive
was amended by the EU
Council Directive
2006/112/EC. All
member states were

Members (and candidates) of the European Union; Jan. 2011

requested to implement the regulations of the Council Directive 2006/112/EC into their nation
“Value Added Tax” Laws. Up to now most of them have adopted the EU Council Directive
2006/112/EC.

© AuthentiDate International AG page 7 of 103
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The EU Council Directive 2006/112/EC is still valid and defines two methods to secure the integrity
and authenticity of electronic invoices.
> EDI (Electronic Data Interchange) based on an EDI-Standard, which secures integrity and
authenticity, and an EDI-Contract between the invoice sender and recipient
» Electronic signatures

Since the highest level of security is implemented by a qualified electronic signature, today all
member states accept qualified electronic signatures to guarantee the authenticity and integrity of
an electronic invoice. Therefore today the qualified signature can be used as an internationally
standardized technological instrument to fulfill the legal requirements within all member states.

On 13/Jul/2010 the EU Council published a new EU Council Directive 2010/45/EU (which is amending
the EU Directive 2006/112/EC). The new EU Council Directive 2010/45/EU must be adopted by the
member states latest up to 31/Dec/2012. Just a few have already implemented it into their national
laws.
The new Council directive defines three methods to secure the integrity and authenticity of an
electronic invoice:

» EDI (Electronic Data Interchange) based on an EDI-Standard an EDI-Contract between the

invoice sender and recipient
» Electronic signatures
» Business Controls

In case all member states will adopt the new regulation and chance their national Value Added Tax
laws, it’s not defined at all, how these “Business Controls” must be implemented in the different
countries. Today it is already clear, that the invoice sender and invoice recipient must prove the
authenticity and integrity of an electronic invoice for the whole storage period, if he uses such a
“Business Control”. It’s also for sure, that the “Business Controls” will not be standardized in the
European Countries. That means, that the different countries will accept different kinds of “Business
Controls”. Therefore companies will not be able to use one internationally standardized “Business
Control Process” to transmit electronic invoices without any risk of being non-compliant. A typical
“One Solution fits all” — approach for European-wide acting companies will not be possible by
implementing “business controls”.

Companies should keep in mind, that ,Business controls” will not be certified by the national finance
agencies.

The following table gives an overview, in which four main categories all countries of the European
Union can be split today according to the legal requirements in each country (EDI not considered).
Afterwards the legal requirements for electronic invoicing and archiving are shown in detail for each
country of the European Union in 27 spreadsheets.
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Categories/accepted methods to proof integrity and authenticity of electronic invoices in the
European Union (Oct. 2011):

accepted
— qualified signatures

not accepted
— business controls

accepted
— qualified signatures
— advanced signatures

not accepted
— business controls

accepted
— qualified signatures

— business controls

accepted

— qualified signatures
— advanced signatures
— business controls

EU Council EU Council Qualified “Business
EU- Directive Directive signature Controls” Special notes
country 2006/112/EC  2010/45/EU  accepted accepted P
adopted adopted
Austria YES NO YES NO
Belgium YES NO YES YES
Bulgaria YES NO YES YES
Cyprus YES NO YES YES
Czech Republic | YES NO YES - mandatory | NO
Denmark YES NO YES YES
Estonia YES NO YES YES
Finland YES NO YES YES
France YES NO YES NO
Germany YES YES YES - mandatory | YES
Greece YES NO YES NO Secur'e S|gnajcure
creation device
Qualified time
Hungary YES NO YES NO ST e e
Ireland YES NO YES YES

© AuthentiDate International AG
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EU Council EU Council Qualified “Business
EU- Directive Directive signature Controls” Special notes
C 2006/112/EC  2010/45/EU  accepted accepted P
ountry
adopted adopted
Italy YES YES YES - mandatory | YES Time stamp
mandatory
Latvia YES NO YES - mandatory | NO
Lithuania YES NO YES - mandatory | NO
Luxembourg YES NO YES NO
Malta YES NO YES YES
Netherlands YES NO YES YES
Poland YES NO YES - mandatory | NO
Portugal YES NO YES NO
Romania YES YES YES - mandatory | YES
slovak YES NO YES NO
Republic
Slovenia YES NO YES - mandatory | NO
Spain YES NO YES - mandatory | NO
Sweden YES NO YES YES
United YES NO YES YES
Kingdom

Date / last modification: Jan., 2012
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2.10 Germany

—

national laws.

Council

Germany also complies with the newest regulations of the
European Council and has fully adopted the EU Council
Directive 2010/45/EU of 13/Jul/2010 (which is amending

Directive

Germany is a member of the European Union
(EU). The country has implemented the EU
2006/112/EC

the EU Directive 2006/112/EC).

into the

In addition the German Ministry of Finance has put in place

AuthentiDate®

signamus

numerous laws and regulations for the transmission and archiving of electronic invoices.

Germa ny Requirements Legal basis Special notes
elnvoicing
Electronic Invoicing 1) German Value Added Tax
allowed VES Law
2) German Tax Simplification
Law [20/Dec/2010]
Prior approval Regulation of the German | Conduct implying
required YES Ministry of Finance [29/Jan/ | an intend is
2004] sufficient
1) German Value Added Tax
Guarantee of Law
authenticity and | YES 2) German Tax Simplification
integrity required Law [20/ Dec/2010]
1) German Value Added Tax
Electronic signatures Law
allowed for 2) German Tax Simplification
guarantee of | YES Law [20/Dec/2010]
authenticity  and 3)EU  Council  Directive
Integrity 2010/45/EU [13/Jul/2Q40]
1) German Value Ad
Law
2) German Tax Simplification | must be approved
Special certificates | YES -  Qualified Law [20/Dec/2010] by the German
required electronic Signature | 3) Germa"imrtma;t\ieﬁ bike@théertvc)é
May/2001] Agency
4) German Signatur.
Regulation [15/Nov/2010] eclaration

© AuthentiDate International AG
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Special notes

Germany

Requirements Legal basis

5) European Signature | required)
Directive 1999/93/EC
Other methods 1) German Value Added TaX | pethods not
besides signatures L -
and EDI (e aw specified;
g 2) German Tax Simplification | it's up to the
internal - controls”) YES finance department
can be used to Law {20/Dec/2010] p g
authenticity  and 2010/45/EU [13/jul/2010] | " P
integrity
1) German Value Added Tax
Law
ED E
| allowed YES 2) German Tax Simplification
Law [20/Dec/2010]
Guarantee of 1) faevflman Value Added Tax EDI contract
2 German Tox Simtaton | ST
grity req 4 Law [20/Dec/2010] -
use of EDI . recipient
technologies 3) Tax Bureaucracy Reduction mandator
8 Law [01/Jan/ 2009] Y
Regulation of the German
Outsourcing allowed | YES Ministry of Finance [29/Jan/
2004]
German GDPdU (Regulation of | _.
. . Signature
Signature the German Ministry of e
. . ) o verification report
verification required Finance; Principles for Data
. YES e must be stored
for input tax Access and Verifiability of .
. . together with the
deduction Digital Documents) siened invoice
[16/Jul/2001] &
German GDPdU (Re.glljlatlon of Original file and
the German Ministry of .
. . . converted file must
Data conversion Finance; Principles for Data .
YES e be stored; both files
allowed Access and Verifiability of .
. must be linked by
Digital Documents) an index
[16/Jul/2001]
Archiving
1) German GDPdU (Re tio
of the German MiRgRLry
Finance; Principles for
Access and Verifia f .
Average storage Digital Documents) DEREIRIN G s
period 10-12 years [16/1ul/2001] duration of the

2) coss (Information
Bookkeeping); HBG (German

Commercial Code); AQ
(German Fiscal Code)

for other cou
ailableonr

LE

untries
equest
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Germa ny Requirements Legal basis Special notes

Storage outside the VES AO (German Fiscal Code) ApprO\{aI of. tax
country allowed authority required
German GDPdU (Regulation of
the German Ministry of
Electronic  storage VES Finance; Principles for Data
allowed Access and Verifiability of
Digital Documents)
[16/Jul/2001]
German GDPdU (Regulation of
Automated the Germ:?m. Ministry  of
auditable archiving | YES Finance; PrlnC|pIe.s. fc')r' Data
required Access and Verifiability of
Digital Documents)
[16/Jul/2001]

Date / last modification: Oct. 2011
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3. Requirements in countries outside European Union

Outside the European Union doesn’t exist any global or
regional framework or directive, which regulates
electronic invoicing processes for all countries
worldwide. If companies are going to set up global
elnvoicing processes, they have to consider the different
national requirements.

But, many countries in the world have already put in
place national laws and directives. This laws and
directives make it mandatory to secure the integrity and
authenticity of electronic invoices. As far as electronic

signatures are a worldwide known and in various
countries standardized technology to secure the integrity
and authenticity of any kind of electronic data, electronic
signatures are a common tool to fulfill the legal requirements in many countries of the world. Using
electronic signatures, companies have the chance to fulfill the legal requirements in numerous
countries with only one technology. This makes processes easier and cheaper and helps to ensure
the compliance of the elnvoicing processes.

Nevertheless, the national legal requirements for global elnvoicing processes should be evaluated.
For some countries additional or totally different technologies must be put in place besides
electronic signatures to create a legally compliant elnvoicing process.

For example Switzerland, a European Country — but no member of the European Union

ﬁ (EU) — has implemented a special Swiss Signature Law. Therefore Switzerland requires

special Swiss certificates for the signature process of electronic invoices. Additional

requirements must also be considered. If a company uses a service provider for the

generation of the electronic signature with a Swiss certificate it is mandatory for Switzerland, that

the signature service provider has a subsidiary in Switzerland and is registered in the Swiss
commercial register.

e

Outside Europe some countries (e.g. Argentina, Brazil, Chile, I“‘I =
— ——

Colombia, Mexico) require, that the integrity and authenticity of

elnvoicing processes is secured and have implemented their own E L
national elnvoicing processes. In these countries a country specific

authorization, e.g. by a token or certificate, is mandatory. The elnvoicing process has to follow
national requirements and must be implemented in a dedicated way for each company.

© AuthentiDate International AG page 68 of 103
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The following summary gives an overview of major legal requirements for elnvoicing processes in
Canada, Hong Kong, Israel, Mexico, Norway, Switzerland and USA. Further details are explained in
the following chapters.

Guarantee of Qualified signature

Country authenticity and

Special notes

integrity required S

Canada YES YES

Hong Kong YES YES

Israel YES YES - mandatory Spec!al national
requirements apply

Mexico YES YES - mandatory Spec!al national
requirements apply

Norway YES YES

i Special national

Switzerland YES YES - mandatory .
requirements apply

USA YES YES

© AuthentiDate International AG page 69 of 103



SIGNAMUS Cloudservices

We can do more than just elnvoicing

e Simple

E@ S|gnamus . Secure

e Legal

Secured & High Availability Infrastructure e Reduce costs

HA Cluster HA Cluster Accredited Complex Redundant
intelligent intelligent Trust Individual Audit Proof

Rotton Caching i FEmm— e Optimize processes
\4 A4 Y v v P

generation
Signature-
verification
Time Stamps
Data-
conversion
Hybrid-
processing
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Archive & D

SIGNAMUS Common System Interface

CMIS Browser
WebDAV ko i

SECURE DATA EXCHANGE

The SIGNAMUS elnvoicing signature service is just one of many SIGNAMUS
services. In addition to this international compliant service, you may also
use and combine additional services as needed.

ADDITIONAL SIGNAMUS CLOUD SERVICES

o Electronic archiving: Audit-proof archiving of your digital invoice using
unalterable storage media, regardless if PDF, EDI or others, is mandatory
virtually all over the world. Make your life easy by using a state of the art
international compliant online archive system.

e Imaging: Preparation of electronic data in human-readable formats, e.g.
PDF with your logo and layout

o Data conversion: Faster and more accurate data exchange with
structured, machine readable data, e.g. for invoices and orders

e Other Services: Introducing elnvoicing takes some time and paper will
stay for a while. We take care for digital and paper A/R invoicing in one
step. Just send all invoicing data to us and we take care for sending out
your digital and paper invoices — and motivating your clients migrating
into the digital world!
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About us

Security & Compliance*

from the specialist AuthentiDate

Compliance in the sense of company
actions refers to the regular, proper,
and ethically correct behavior of all
responsible parties; especially by the
company management.

BEST PERFORMANCE FOR YOU AND YOUR TEAM

SIGNAMUS is a cloud service of AuthentiDate www.authentidate.de/en one of the
global leading providers of fully compliant Cloudservice signature services.

As the inventor of centralized mass signature processing, AuthentiDate offers inno-
vative software and cloud services (SaaS). Our services supporting companies from
all industries to quickly and securely comply with legal requirements. Here, the fo-
cus is always on our extensive advisory skills in the areas of data protection and

data security.

INTERNATIONAL
PRACTICAL
EXPERIENCE

Several million records are processed
daily with our solutions.

For years, our customers have
consisted of organizations of various
industries and leading global
companies.

You can find more about our
customers & references at:
www.authentidate.de/en/customers

ORDER YOUR FULL COPY TODAY!
Phone +49 211—43 69 89 89

FAX +49 211—43 69 89 19
Email info@signamus.de

MEMBER OF exceer
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